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Transferring Watermarked Material 

The present invention relates to transferring watermarked material. 

Material means one or more of video material, audio material and data 
material. Video material is generic to still and moving images. 
5 It is known to watermark material. Data may be embedded as a watermark in. 

A watermark may be imperceptible or perceptible in the material. The present 
invention uses perceptible watermarks. 

A watermark may be used for various purposes. It is known to use watermarks 
for the purpose of protecting the material against, or trace, infringement of the 
10 i ntellectual property ri ghts of the o w ner(s)_of the materia l . Fo r example a w atermark, 
may identify the owner of the material. 

Watermarks may be "robust" in that they are difficult to remove from the 
material. Robust watermarks are useful to trace the provenance of material which is 
processed in some way either in an attempt to remove the mark or to effect legitimate 
1 5 processing such as video editing or compression for storage and/or transmission. The 
present invention uses robust watermarks. Watermarks may be "fragile" in that they 
are easily damaged by processing which is useful to detect attempts to remove the 
mark or process the material. 

It is known to offer watermarked images for sale over the internet. 
20 Watermarked images may be downloaded for inspection and for examination for 
suitability for the users' desired purpose. If the user wishes to purchase an 
unwatermarked image, the user agrees to conditions of sale, for example an end user 
License, and pays for the image e.g. by credit card. The user is then able to download 
the unwatermarked image. See for example http://www.eyewire.com/help/. 
25 It is desirable to provide a system in which one user (e.g. a seller) is provided 

with a system for watermarking material and another user (e.g. a buyer) is provided 
with a secure method and system for removing the watermark, together with a secure 
system for transferring watermarked material between sellers and buyers. 

According to one aspect of the present invention, there is provided a method of 
30 watermarking and transferring watermarked material in a system comprising a 

transaction server, first and second clients, first apparatus for applying a perceptible 
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watermark to the material and second apparatus for removing the watermark; the 
method comprising the steps of: 

transferring from the transaction server to the first apparatus (i) data for 
creating a watermark, the creating data including (a) data defining an invertible 
algorithm and (b) data for creating at least one security key associated with the 
algorithm and (ii) data for creating a material identifier; 

using the said first apparatus to apply a material identifier to the material and 
applying a watermark to the material, using the said creating data; 

transferring from the first client to the transaction server the said material 
identifier and data for inverting the algorithm including the said at least one key; 
transferring the watermarked material to the second apparatus; 
deriving the said material identifier from the material; 
transferring the identifier from the second client to the transaction server; 
subject to predetermined conditions being satisfied, transferring from the 
1 5 ' transaction server to the second apparatus watermark removal data associated with the 
said material identifier, the removal data including at least one key and data defining 
an algorithm for removing the watermark in conjunction with the key; and 

using the second apparatus to remove the watermark using the said removal 

data. 

20 The method allows originators or owners of material to offer it for sale to 

buyers in a secure manner. The transaction processor allows many sellers to offer 
material for sale and for many buyers to buy. The transaction processor allows sellers, 
who have access to a first client and access to a watermarking apparatus to design and 
apply secure watermarks without needing to know how, in detail, the watermarking is 

25 achieved. Thus apart from knowing how to co-operate with the server, the sellers do 
not require skills special to watermarking. Likewise buyers who have access to a 
second client and a watermark removal apparatus do not need such special skills to 
remove watermarks once they have complied with the said predetermined conditions. 

The security key provides security against unauthorised removal of the 

30 watermark. The data for inverting the algorithm including the said at least one key is 
transferred to the transaction processor, without such data being on or with the 
material thereby providing further security. 



) 
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In a preferred embodiment of the invention, the watermark is applied as part of 
the compression process. That protects the watermark from removal. 

In a preferred embodiment, the data for applying the algorithm including the 
said at least one key is stored in data carrier, most preferably a smart card. The smart 
5 card is used in the first apparatus for compressing the material and applying the 
watermark. The smart card is used to securely transfer the data for inverting the 
algorithm including the said at least one key from the first apparatus to the first client 
for transfer to the transaction server. 

The said watermark creating data may be stored on data carrier, most 
1 0 preferably a smart card, in response to a request for the data sent from the first client to 
the transaction processor. In one embodiment the said data is transferred from the 
transaction server to the first client and then to the smart card. In another embodiment 
the smart card, with the creation data stored thereon, may be sent to the operator of the 
first apparatus by e.g. post. 
1 5 The said watermark removal data may likewise be transferred from the 

transaction server to the second apparatus in a data carrier, most preferably a smart 
card. 

In one embodiment the said data is transferred from the transaction server to 
the second client and then to the smart card. In another embodiment, a request for the 
20 said data is received by the transaction processor and the said data is stored on the 
smart card and the card is sent to the operator of the second apparatus, e.g. by post. 

The watermarked material may be transferred from the first apparatus to the 
second on a recording medium, for example a disc or tape, by for example post. 
Alternatively, the watermarked material may be transferred via the an electronic 
25 communications network, possibly in compressed format. 

Other aspects of the invention are specified in the claims to which 
attention is invited. 
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For a better understanding of the present invention, reference will now be made by 
way of example to the accompanying drawings in which: 

Figure 1 is a schematic diagram of a material transfer system in accordance 
with an embodiment of the invention; 
5 Figure 2 is a schematic diagram illustrating seller registration; 

Figure 3 is a schematic diagram of an example of a smart card; 
Figure 4 is a schematic diagram of another example of a smart card; 
Figure 5 is schematic diagram illustrating material acquisition; 
Figure 6 is a schematic diagram illustrating the application of the invention to 
10 legacy material ; 

Figure 7 is a schematic diagram of a tape on which a material identifier and 
watermarked material is recorded; 

Figures 8 and 9 illustrate transaction server functions; and 
Figure 10 is schematic diagram illustrating material purchase. 
15 Overview, Figure 1 . 

Referring to Figure 1, a system in accordance with the invention 
comprises a transaction server, a seller client 2, a buyer client 3 and a communications 
network 4 linking the clients to the server. 

The owner of material, i.e. the seller, controls the seller client 2. A buyer 
20 controls the buyer client 3. A third party owns and controls the transaction processor 1 . 
The system allows material to be acquired, securely watermarked, and transferred to 
the buyer for the buyer to preview (9) the watermarked material. If the buyer then 
wants to buy the material, the buyer obtains from the transaction server 1 the data 
needed to remove the watermark. In this example, the seller and buyer both register 
25 (10) with the transaction server. Registration, content preview, and watermark removal 
are described in more detail hereinbelow. The data for removal of the watermark is 
sent to the buyer only when the buyer has paid for the material. The payment is 
monitored by the transaction server 1 which communicates with a financial institution 
8. Payment is made via the server 1 and/or via the institution 8. 
30 Associated with the seller client 2 is a first apparatus 5 for compressing video 

material and for applying a watermark to the material as part of the compression 
process. An example of such apparatus and process are disclosed in copending 
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application 00 , attorney fileP/10145, 1-00-147 the content of which is incorporated 
herein by virtue of this reference to it. Figure 1 denotes such apparatus at 5 by "legacy" 
and "acquisition" which will be described in more detail below in the sections "legacy" 
and "acquisition". Associated with the buyer client 3 is a second apparatus 6 for 
removing the watermark. An example of such apparatus and process are disclosed in 
copending application 00 , attorney fileP/10145, 1-00-147 the content of which is 
incorporated herein by virtue of this reference to it. Figure 1 denotes such apparatus at 
6 by "content purchase" which will be described in more detail below in the section 
"content purchase". 

In this example the material is video material and is recorded on a tape 7 which 
will be described in more detail with respect to Figure 7. The material is acquired and 
watermarked by the first apparatus 5. In addition a material identifier is applied to the 
material. Then the material is transferred on the tape to the second apparatus 6. The 
transfer is for example by post. 
1 5 An identifier is applied to the material. An example of an identifier is a Unique 

Material Identifier or UMID. UMIDs are described in more detail in SMPTE Journal 
March 2000. 

Seller Registration, Figure 2. 

. The seller client 2 is used to send to the transaction server 1 a) 
20 passwords, b) bank account details of the seller and c) any other information. The 

transaction server may then send data carrier, in this example a smart card SC, to the 
seller. The seller inserts the smart card into the client 2 and communicates with the 
server 1 . The seller designs the form of the watermark to be applied to the material 
using the server. The form of the watermark is defined by a bit map, also referred to 
25 herein as the template. The seller also obtains from the server an algorithm for creating 
the watermark including one or more security key generators for applying the 
watermark and a UMID generator. The template, algorithm, key generators and 
UMID generator are downloaded onto the smart card for transfer to the seller. 
Smart Card. Figures 3 and 4. 
30 Smart cards are well known. A smart card may have a processor and 

memory as shown in Figure 3, or may have memory but no processor as shown in 
Figure 4. 



5 
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In the example of Figure 3, the card SC has a processor SCI, a template store 
SC2, a key generator SC3, a UMID generator SC4 and a store SC5. The template store 
SC2 stores the template defining the form of the watermark. The processor is 
programmed to implement the algorithm. The processor SCI receives the image to be 
5 watermarked and uses the keys generated by the generator SC3 and the template to 
apply the watermark. Keys generated by the generator SC3 are stored in the store 
SC5. Each piece of material is assigned a UMID. Each UMID is also stored in store 
SC5 in association with the keys generated for that piece of material. 

In the example of Figure 4, the smart card contains only memories SC5', SC2' 
10 and SC6. SC5' is a UMID and key store, SC2*is a template store and SC6 stores 

algorithm configuration data. The card of Figure 4 operates in conjunction with an 
external processor to apply a watermark to material. UMIDs and keys generated in that 
process are stored in the store SC5\ 

Acquisition, Figure 5. 

15 Referring to Figure 5, new material is acquired using a camera 50. A blank tape 

5 1 is inserted into the camera 50. Also a smart card SC is inserted into an interface in 
the camera. This example assumes that the card is as shown in Figure 3 and has a 
processor SCI. The camera 50 produces image data (which may be DCT coefficients) 
which are applied to the processor in the card SC. The card applies the watermark 

20 defined by the stored template and the algorithm and keys. The card also generates 
one or more UMIDs to identify the material recorded on the tape. The UMIDs and 
keys so generated are stored in store SC5 on the card. The UMIDs are also recorded on 
the tape (see Figure 7 below). 

The card SC is removed from the camera 50 and inserted into the seller client 

25 2. The data stored on the card is transferred to the server 1 via the network 4. In 

addition the seller may record on the smart card and transfer to the server 1 data such 
as price, and conditions of sale. In addition metadata relating to the material may be 
transferred. The UMIDs provide references which uniquely identify the material and 
the data associated with it which are transferred to the server 1 . 

30 Legacy Material, Figure 6. 

Legacy material is "old " material which did not have a watermark 
applied according to the present invention when first acquired. Such legacy material 
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may be stored on tape or in other storage 61 , for example an A/V server. In the system 
of Figure 6, a VTR 62 has an interface for receiving a smart card SC and also a port 
for receiving material from the A/V server 61 . Also an unwatermarked tape 60 
containing legacy material may be inserted into the VTR 62. The VTR operating with 
5 the smart card SC applies a watermark and UMID to the legacy material and the 

generated keys and UMIDs are stored in the card SC as described above. The card"SC 
is inserted into the seller client for transfer, via network 4, of its data, plus any other 
data such a price and conditions of sale, as described above in relation to acquisition to 
the transaction server 1 . 
10 Figure 6 shows the VTR 62 and seller client as part of a Local Area Network 

having at least one workstation 2\ That work station has an interface for receiving a 
smart card. Legacy material from the A/V store 61 may be routed to the workstation 
which co-operates with the smart card to apply a watermark to the material which is 
then stored in the store 61. The UMIDs and keys generated during the process of 
15 watermarking are stored on the card SC. The PC may retrieve the data stored on the 
card and send it to the server 1 . 

Watermarked material may be stored on the A/V server 61 and also on tape 60. 

Tape. Figure 7. 

Referring to Figure 7, an example of a tape 51 or 60 is shown. 
20 Watermarked Video is stored in conventional manner in helical tracks 70. The tape 

has a conventional control track 72 in which time codes are recorded. The UMIDs are 
recorded in the user bits of the time codes. That is described in more detail in 
copending application 992632 1.3,( also EP 00309067.7), attorney file P/721 1, 1-99- 
41. 

25 Transaction Server. Figure 8 

The transaction server 1 provides secure communications with the seller 
and buyer clients. It also controls financial transactions by holding buyer and seller 
accounts. As described above, the seller registers passwords, bank account details 
with the server 1 . In addition, the server provides algorithm specifications and 

30 registration, and provides a system for designing templates. It establishes rules for 
UMIDs .It also provides for the secure uploading and storage of keys and UMIDs 
generated during watermarking. Metadata may also be uploaded and stored in the 
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server 1 . The UMIDs provide references for associating the stored data with the 
material to which that data relates. 

The transaction server may store multiple different algorithms for creating and 
removing watermarks, in addition to the currently preferred and inventive algorithm 
5 which is described in copending application 1-00- 147, P/10145, Application 00 

The transactidnprbcessor also monitors buyer interest and sales and controls 
the release of data for removing watermarks; such data is not released unless the server 
has confirmation that the buyer satisfies the conditions of sale including paying for the 
material. 

10 The transaction server 1 also controls the distribution of smart cards. 

Transaction Server, Figure 9 

The transaction server also provides for the registration of data relating to the 
buyers. For example, the buyer provides details of bank accounts, passwords and any 
other data relevant to a transaction. 
15 The registration of the buyer allows access to: 

a) business rules, prices and conditions of sale to enable the buyer to purchase 
the material; and 

b) data, such as metadata, relating to material received by the buyer and which 
the buyer has bought or which he might buy. 

20 

Once the buyer has satisfied the conditions of sale, the transaction server 
provides secure delivery of decryption keys templates and algorithms for removing 
watermarks. That may be done by securely downloading data to smart cards as 
described above and sending the smart cards to the buyers. 

25 

Content Purchase, Figure 10. 

Referring to Figure 1 0, a buyer receives watermarked material and previews it 
on a VTR 101 . If the buyer is interested in the material, he accesses the UMID 
recorded on the tape and registers his interest in the material with the transaction 
30 server using the UMID as a reference via the buyer client 3 and the network 4. The 
transaction server provides to the buyer the conditions of sale and price. If the buyer 
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then agrees to buy, the buyer provides payment and requests the data needed to remove 
the watermark. 

Payment may be by automatic transfer from his bank account previously 
registered with the server 1 or by other means which the server can monitor. Once the 
5 server 1 has confirmation of payment, the server 1 provides the watermark removal 
data. That data is downloaded via the buyer client 3 to a smart card SC as described 
above for example. The smart card is inserted into an interface in the VTR 101 which 
then co-operates with the card to remove the watermark. In this example the card is 
assumed to be a card as shown in Figure 3 . 
1 0 Instead of receiving watermarked material on tape or other recording medium, 

the watermarked material may be accessed from an A/V store 102. 

The embodiments of the invention have been described with reference to video 
material. However the invention is also applicable to audio/visual material, to audio 
material and to other data material. 
1 5 Whilst the foregoing refers to transferring material on tape via a physical 

communications network such as the Post, the material could be transferred via an 
electronic network, most preferably a broad-band network. 

The network 4 may be the web as shown in the figures. It could be any other 
communication network. 
20 Transfer of data between the server and the clients is preferably carried out in a 

secure manner using security techniques known in the art of secure communications. 

Modifications. 

The examples of the invention described above use a smart card for 
transferring data. The data may be transferred on other data carriers. Smart cards are 

25 advantageous because they provide security for the data. Data may be carried on other 
carriers preferably in encrypted form for security. Most preferably, the data carrier is 
hand insertable into an interface. 

The transaction server contains metadata relating to the watermarked material. 
That metadata preferably includes samples and/or extracts of the watermarked material 

30 to allow potential buyers to browse the material available. For example for video, low 
resolution frames and/or video sequences may be browsed. The metadata also may 
include text describing the material which may be searched and which is also 
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preferably linked to the samples of the material. Thus, for example a video sequence " 
of a well known person may be accessed by searching for his or her name. Once 
found the buyer can request that the tape of the watermarked video be transferred to 
him. 

The examples of the invention described above refer to video material. The 
invention may be applied to moving and still images. The invention may be applied to 
audio material or to data material. Preferably it is applicable to audio/visual material. 
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CLAIMS 

1. A method of watermarking and transferring watermarked material in a system 
comprising a transaction server, first and second clients, first apparatus for applying a 
perceptible watermark to the material and second apparatus for removing the 
5 watermark; the method comprising the steps of: 

transferring from the transaction server to the first apparatus (i) data for 
creating a watermark, the creating data including (a) data defining an invertible 
algorithm and (b) data for creating at least one security key associated with the 
algorithm and (ii) data for creating a material identifier; 
1 0 using the said first apparatus to apply a material identifier to the material and 

applying a watermark to the material, using the said creating data; 

transferring from the first client to the transaction server the said material 
identifier and data for inverting the algorithm including the said at least one key; 

transferring the watermarked material to the second apparatus; 
1 5 deriving the said material identifier from the material; 

transferring the identifier from the second client to the transaction server; 

subject to predetermined conditions being satisfied, transferring from the 
transaction server to the second apparatus watermark removal data associated with the 
said material identifier, the removal data including at least one key and data defining 
20 an algorithm for removing the watermark in conjunction with the key; and 

using the second apparatus to remove the watermark using the said removal 

data. 

2. A method according to claim 1, wherein the first apparatus compresses the 
25 material and applies the watermark as part of the compression process. 

3. A method according to claim 1, 2 or 3, wherein the said data defining the 
invertible algorithm comprises algorithm configuration data. 



30 



4. A method according to claim 1, 2 or 3, wherein the said data defining the 
invertible algorithm comprises the algorithm. 
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5. A method according to claim 1, 2, 3, 4 or 5, wherein data for creating the 
material identifier is stored in a data carrier for transfer to the first apparatus. 

6. A method according to claim 1, 2, 3, 4 or 5, wherein the said data for creating a 
5 watermark is stored in a data carrier for transfer to the first apparatus. 

7. A method according to claim 6, wherein a material identifier and at least one 
key are generated during the application of the watermark to the material, and 
comprising the step of storing the generated identifier and key on a data carrier for 

1 0 transfer to the first client for transfer to the transaction server. 



8. A method according to any preceding claim, comprising the step of storing in 
the transaction server metadata relating the said watermarked material, the metadata 
being referenced by the said identifier. 

15 

9. A method according to any one of claims 1 to 8, wherein the said removal data 
is stored in a data carrier for transfer to the second apparatus. 

10. A method according to any preceding claim, comprising storing on the 
20 transaction server conditions of sale of unwatermarked material. 

11. A method according to claim 10, comprising the step of transferring the said 
conditions of sale from the first client to the transaction server. 

25 12. A method according to claim 10 or 11, wherein the transaction server transfers 
the said removal data subject to the condition that a buyer has fulfilled the conditions 
of sale. 



30 



13. A method according to any preceding claim, comprising the step of storing the 
watermarked material in a recording medium and transferring the watermarked 
material to the second apparatus on the recording medium. 
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14. A data carrier in which is stored (i) data for creating a watermark, the creating 
data including (a) data defining an invertible algorithm and (b) data for creating at 
least one security key associated with the algorithm and (ii) data for creating a material 
identifier. 

5 

15. A data carrier according to claim 14, wherein the carrier is a smart card 
comprises a processor and memory and the processor is programmed to implement the 
said algorithm. 

10 16. A data carrier according to claim 14, wherein the carrier is a smart card 
comprises memory storing algorithm configuration data defining the invertible 
algorithm. 



1 7. A data carrier in which is stored watermark removal data including at least one 
1 5 key and data defining an algorithm for removing a watermark in conjunction with the 

key. 

18. A data carrier according to claim 1 7, wherein the carrier is a smart card 
comprises a processor and memory and the processor is programmed to implement the 

20 said algorithm. 

19. A data carrier according to claim 17, wherein the carrier is a smart card 
comprises memory storing algorithm configuration data defining the invertible 
algorithm. 

25 

20 A system comprising a transaction server, first and second clients, first 
apparatus for applying a perceptible watermark to the material and second apparatus 
for removing the watermark, the said first and second clients, first apparatus for 
applying a perceptible watermark to the material and second apparatus for removing 
30 the watermark being linked by one or more communications networks; the system 
being arranged to implement the method of any one of claims 1 to 13. 
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21. A method or system according to any preceding claim wherein the said 
material is video material. 

22. A method or system according to any one of claims 1 to 20 wherein the said 
5 material is audio/visual material. 

23. A method or system according to any one of claims 1 to 20 wherein the said 
material is audio material. 

10 24. A method or system according to any one of claims 1 to 20 wherein the said 
material is data material. 

25. A data processing apparatus comprising 

an information material processing apparatus operable to receive signals 
1 5 representative of information material, and to adapt said signals to the effect of 

introducing a reversible modification to said information material in accordance with a 
modification key, said modification being arranged to provide a disturbing effect on 
the information material to a human recipient, 

a data generation processor operable to generate data identifying said 
20 information material, 

a recording apparatus operable to record said adapted signals and said 
identifying data on a recording/reproducing medium, and 

a data processor operable to receive said identifying data and said modification 
key and to store said identifying data and data representative of said modification key 
25 data on a data carrier. 

26. An apparatus as claimed in Claim 25, wherein said recording/reproducing 
medium is a linear recording medium including capacity for ancillary data, and said 
identifying data is recorded in said capacity for recording time codes. 

30 

27. An apparatus as claimed in Claim 25 or 26, wherein said data carrier is a hand 
insertable carrier. 
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28. An apparatus as claimed in Claim 27, wherein said data carrier is a smart card 
or the like. 

5 29. An apparatus as claimed in any of Claims 25 to 28, wherein said identifying 
data is a Unique Material Identifier or the like. 

30. An apparatus as claimed in any one of Claims 25 to 29, said apparatus 
comprising 

10 an information material server arranged to store signals representative of 

information matenal, and to retrieve selected signals representative of selected 
information material items, said information material processing apparatus being 
operable to adapt said selected signals, said data generation processor being operable 
to generate said data identifying said selected information material signals. 

15 

31. A camera comprising the apparatus according to any of Claims 25 to 30. 

32. An apparatus for receiving a data carrier having data stored by the apparatus 
according to any of Claims 25 to 31, said apparatus comprising 

20 a data reading processor operable to receive said data carrier via hand insertion 

by a user and to read the modification key and the identifying data, and 

a communications processor operable to communicate said modification key 
and said identifying data to a data base processor. 

25 33. An apparatus as claimed in Claim 32, wherein said communications processor 
is operable to communicate said modification key and said identifying data to said data 
base processor via a communications network. 

34. An apparatus as claimed in Claim 33, wherein said communications network is 
3 0 the world wide web. 
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35. An apparatus as claimed in any of Claims 32 to 34, wherein said 
communications processor is operable to receive data representative of sales 
conditions and price information and to communicate said sales conditions and said 
price information with said modification key data and said identifying data to said data 

5 base processor. 

36. A signal bearing the modification key and the identifying data generated by the 
apparatus according to any of Claims 32 to 35. 

10 37. A signal ensemble comprising the adapted signals representing audio and/or 
video signals adapted by the apparatus as claimed in any of Claims 25 to 3 1, and the 
signal bearing the modification key and the identifying data generated by the apparatus 
according to any of Claims 32 to 36. 

15 38. A method comprising the steps of: 

applying, using a watermarking apparatus, a removable perceptible 
watermark to material, the watermark being removable using removal data 
created during application of the watermark and applying identifying data to 
the material to identify the watermarked material; 
20 registering with a transaction server conditions for the removal of the 

watermark and identifying data identifying the watermarked material; 

transferring the watermarked material to a watermark removal 
apparatus; and 

identifying to the server the transferred material, and transferring the 
25 removal data to the removal apparatus to allow removal of the watermark if 

the transaction server indicates that predetermined conditions for removal are 
satisfied. 



39. A method according to claim 38, wherein the said conditions are conditions of 
30 sale of the material. 
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40. A method according to claim 39 wherein the conditions of sale include paying 
for the material. 



41. A method according to claim 38 or 39 or 40, comprising the step of using a 
5 first client linked to the transaction server by a communications network to register the 

said conditions. 

42. A method according to claim 41, comprising the step of using a second client 
linked to the transaction server by a communications network to comply with the said 

10 conditions. 



43. A method according to any one of claims 38 to 42, comprising the steps of 
loading the removal data onto a data carrier and transferring the carrier to the removal 
apparatus when the said conditions are satisfied. 

15 

44. A method according to claim 43, wherein the removal data is downloaded onto 
the data carrier from the transaction server via the communications network. 

45. A method according to claim 44, wherein the data carrier is a smart card. 

20 

46. A system comprising a watermarking apparatus, a transaction server and a 
watermark removal apparatus arranged to carry out the method of any one of claims 38 
to 45. ' 



25 47. A server arranged to: 

a) receive and store data identifying watermarked material, data 
enabling removal of the watermarks from material and data setting predetermined 
conditions for the removal of watermarks; and 

b) receive identifying data identifying watermarked material form 
30 which a watermark is to be removed; 

c) monitor whether the predetermined conditions are satisfied; and 
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d) if the conditions are satisfied, providing the removal data for transfer 
to apparatus for removal of the watermark. 

48. A server according to claim 47, wherein the said predetermined 
5 conditions are conditions of sale of the material. 

49. A server according to claim 48, arranged to receive and store financial 
data relating to the sellers of the watermarked material. 

10 50. A server according to claim 48 or 49, arranged to receive and store 

financial data relating to buyers of the watermarked material. 

51. A server according to claim 48, 49 or 50, wherein the said conditions of 
sale include paying for the material. 

15 

52. A server according to claim 51, wherein the server is arranged to 
monitor transfer of money from the buyer to the seller. 

53. A server according to claim 52, which is linked by a communications 
20 network with a financial institution to monitor the said transfer of money. 

54. A server according to any one of claims 47 to 53 , wherein the removal 
data includes a template and a security key. 

25 55. A server arranged to : 

interact with a client so as to enable a user of the client to design a 
template of a watermark; and 

output a watermarking algorithm, or data for configuring such an algorithm, 
and data for generating security keys for implementing the algorithm. 
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56. A server according to claim 55, arranged to output the said algorithm or 
configuring data and the key generating data to a data carrier for transfer to the said 
user. 

5 57. A server according to claim 56 , wherein the data carrier is a smart card. 

58. A data processing apparatus arranged to : 

a) transfer, to a server via a communications network, data identifying 
watermarked material and a request for removal data enabling the removal of the 

10 watermark from the identified material; and 

b) receive the removal data. 

59. Apparatus according to claim 58, comprising an interface for receiving 
a data carrier, the apparatus being arranged to transfer the removal data to the carrier 

1 5 when the carrier is received by the interface. 

60. A system according to claim 58, further comprising a store storing 
watermarked material, the apparatus being arranged to receive the said material from 
the store; and to remove the watermark using the said removal data. 

20 

61 A system according to claim 60, arranged to store the material from 
which the watermark has been removed in the said store. 

62 Apparatus for removing a watermark from watermarked material, 
25 comprising: 

a first port for receiving the said watermarked material; and 
a second port for receiving watermark removal data. 

63. Apparatus according to claim 62, wherein the first port is arranged to 
30- receive a first data carrier on which the said material is recorded; and 

the second port is arranged to receive a second data carrier on which the said 
removal data is recorded. 
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) 

64. Apparatus according to claim 63 wherein the second port is arranged to 
receive a smart card. 

5 65. Apparatus according to claim 63 or 63 wherein the first port is arranged 

to receive a tape record. 

66. A watermark removal system comprising apparatus any one of claims 
62 to 65 and an apparatus or system according to any one of claims 58 to 61 . 

10 

67. A signal comprising watermark removal data including a key and an 
algorithm or data for configuring an algorithm. 

68. A signal according to claim 67, further including a watermark template. 

15 

69. A signal ensemble comprising a signal according to claim 66, 67 or 68 
and a separate signal including the watermarked material. 

70. A method comprising the steps of: 

20 receiving, via a first channel, material which is watermarked with a 

watermark which is reversible; and 

receiving, via a second channel, removal data which enables the 
removal of the watermark. 

25 71. A method according to claim 70, wherein the first and second channels 

follow different paths. 

72. A method according to claim 70 or 71, further comprising the step of 
removing the watermark using the removal data. 
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73. A transaction server substantially as herein before described with 
reference to Figures 1 to 10. 

74. A seller client substantially as herein before described with reference to 
Figure 2 ,6 and/or 8. 

75. A buyer client substantially as herein before described with reference to 
Figure 9 and/or 10. 

76 A method of watermarking and transferring watermarked material substantially 
as hereinbefore described with reference to the accompanying drawings. 

77. A system of watermarking and transferring watermarked material substantially 
as hereinbefore described with reference to the accompanying drawings. 

15 

78. A computer program product arranged to implement the method of any one of 
claims 1 to 13 and 21 to 25 when run on a system comprising a transaction server, first 
and second clients, first apparatus for applying a perceptible watermark to the material 
and second apparatus for removing the watermark. 

20 
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Abstract 

Transferring watermarked material. 

5 A system for watermarking and transferring watermarked material comprises a 

transaction server, first and second clients, first apparatus for applying a perceptible 
watermark to the material and second apparatus for removing the watermark. The 
server, clients and first and second apparatus are linked by one or more 
communications networks. The system is arranged to implement the steps of: 
1 0 transferring from the transaction server to the first apparatus (i) data for 

creating a watermark, the creating data including (a) data defining an invertible 
algorithm and (b) data for creating at least one security key associated with the 
algorithm and (ii) data for creating a material identifier; 

using the said first apparatus to apply a material identifier to the material and 
1 5 applying a watermark to the material, using the said creating data; 

transferring from the first client to the transaction server the said material 
identifier and data for inverting the algorithm including the said at least one key; 
transferring the watermarked material to the second apparatus; 
deriving the said material identifier from the material; 
20 transferring the identifier from the second client to the transaction server; 

subject to predetermined conditions being satisfied, transferring from the 
transaction server to the second apparatus watermark removal data associated with the 
said material identifier, the removal data including at least one key and data defining 
an algorithm for removing the watermark in conjunction with the key; and 
25 using the second apparatus to remove the watermark using the said removal 

data. 

[No Figure], 
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